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Abstract

This paper is proposing a novel technique that generates an

unpredictable digit-size at every time of authentication. In

this technique, neither the authentic user nor the hacker can

have the prior knowledge of the digit-size not to think of the

combinatorial (sequence or random order) of the anticipated keys.

Indeed, this is simply referred to as Double-Blinded One-Time

Password Key Generation (Double-Blinded-OTP). The technique

harmonizes the methodology of Mutually Orthogonal Latin

Squares (MOLS) and Resolvable Balanced Incomplete Block

Designs (RBIBD). The uniqueness of the aforementioned designs

make the proposed technique to be reliable and efficient to a

large extent in mitigating the activities of hackers by protecting

communications and the devices in Internet of Things (IoT).
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1. Introduction and Preliminaries

Having realized that Single Factor Authentication (SFA) is prone to security
threats, therefore in 2013, European Agency for Networking and Informative Se-
curity (ENISA) conducted a survey involving 100 professionals, in the year 2013
with the goals of identifying a strong and efficient authentication mechanisms to
be used in financial services instead of the Single Factor Authentication (SFA)
that was experiencing some weaknesses. As such, the survey led to recommen-
dations that include the use of two-factor authentication, such as utilization of
One-Time-Password (OTP) and tokens for all operations. Today, many mech-
anisms had been explored in OTP generations, but the fact remains that the
hackers are equally intensifying efforts and successfully breaking into the mecha-
nism behind those key generations. In addition, with the current usage of Internet
of Things (IoT), web crimes have now become the concerns of most of multina-
tional organizations and private individuals. Various sectors today are searching
for sophisticated methods of providing efficient and sufficient security network or
platform for their transactions in any public service. In order to attain and sus-
tain such level of aforementioned security outfit, time-to-time update of security
activities with strong monitoring are required. As such, different authentication
levels due to peculiar situations and transactions could mitigate the activities of
fraudsters.
Authentication is a verifiable process of affirming the originality of someone’s
assertion or claim. In the technological world, authentication provides access
control for systems by checking to see if a user’s details match with the exact
information in a database before a clearance is granted for accessing an intended
service. Generally, knowledge-based authentication (KBA), be it text-based or
graphical passwords, is defined as an entity providing shareable secret informa-
tion with the system for self authentication [7]. The use of One-Time Password
(OTP) can serve as a supporting striker in beefing up security level of the existing
passwords and it could be equally referred to as a second-level of authentication.
[13] first suggested an OTP in early 1980s and this serves as a bedrock for other
patented OTPs tokens that include; [9], [23] were presented.
[11] remarked that, there are other authentication mechanisms based on the user’s
physical unique identities such as biometrics Equally, token usage is another
means of authentication system that depends on portable gadget [17]. Biometric
leverages on biological identities of user, such as fingerprint, keystroke to identify
and authenticate the intending users. Authentication with token requires the
user to be in possession of the generator during the authentication period. Key-
based authentication systems, such as Kerberos typically works on secret keys
and stores by a machine [16] and [4].
Previous researches discouraged the use of single-factor authentication because
the security level of single factor authentication is always at risk [5] and [3].
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Meanwhile, due to the weakness observed in single factor [2] came up with multi-
factors authentication mechanism that improves the security level against attacks
because it asks users to provide more than one identifying entity.
In 2013, a survey involving 100 professionals was conducted by European Agency
for Networking and Informative Security with the goals of identifying strong and
efficient authentication mechanisms to be used in the financial services and also
to determine the associated risks attached to them. To this effect, the survey
outcome recommends the use of Electronic Identities and authentication meth-
ods for specific context and also the proportionality of method and risk [18]. The
recommendations were based on two-factor authentication, utilization of tokens
and passwords for all operations such as low risk, and to update and improve
the knowledge and behaviours of both the customers and professionals in line
with digital-finance security environments, digital-finance application and devel-
opment [19].
Importantly, however, since Single Factor Authentication (SFA) is prone to se-
curity threat, researchers therefore suggested multi factor authentication (MFA)
which involves the use of more levels of in dependency of security authentication
of any user. For instance, the use of token to generates six digits at every opera-
tion. Hence, the need to present a double-blinded OTP generation technique to
address such threats.

2. Review of Key Authentication in IoT

The Internet of Things (IoT) refers to the electrical devices that are connected
and communicate over a network with aim of accessing and sharing a number of
distinct dataset for different purposes. The aforementioned devices collect and
generate required data from their domain using sensors and then transfer them
to a central database through an appropriate channel. Meanwhile as technology
continues to advance, every gadget around us generates data that are useful
at every subset of IoT. Importantly, however, to secure the generated datasets
becomes a serious concern for organizations that have keyed in into the use of IoT
technology due to current insecurity in the use of internet. There was a survey
that estimated that about 749 USD billion was spent on IoT in 2020. It is worthy
to note that as devices connecting to internet increases, then the computing
domain generates big data and this becomes very attractive and vulnerable to
cyber crimes. It is therefore necessary and crucial to protect communications and
shared devices on IoT against cyber crime.
[8], provided the current image of the internet of things authentication system
and also a revealed the various authentication protocols in the literature. The
study further revealed the robust protocol authentications that includes node cap-
turing, replaying, password guessing, message forgery, sybil, brute forces, DoS,
collision, chosen plaintext and so on with the aim that the aforementioned robust



4 Adisa Jamiu Saka et. al.

protocol authentications be considered and analysed against potential attacks.
[6] developed two types of authentication protocols for wireless sensor network
with different security desires but the protocol was not able to provide the an-
ticipated mutual authentication that harmonizes the challenges facing security
and functionality. [14] also, presented a three factor user authentication protocol
for wireless sensor network with the aim to eliminate the weaknesses and limi-
tation observed in [6] protocols. To this effect, network simulator 3 (NS-3) was
able to overcome the deficiency in the former protocol with a robust energy and
efficiency for IoT applications. In addition, [20] and [14], proposed an improved
scheme with resistance against spoofing attack and to ensure identity privacy
using a multi factor authentication protocol by including one time password once
the user’s biometric information is authenticated by the gateway network while
on internet of things. [15], studied the primitive features of polynomial and iden-
tified an important criterion for pseudo-randomness of ELCA cycles generation
using linear rules. Also a new algorithms for cost effectiveness and flexibility
was provided in the generation of one time password. To achieve harmonious
authentication environment with IoT devices and their respective applications in
line with the existing authentication schemes with appropriate security protocols
which requires a two-factor authentication mechanism. As such, [21], therefore,
presented a scaling, efficient and robust OTP scheme. Their technique was based
on the principles of lightweight Identification with application of Elliptic Curve
Cryptography scheme and Lamport’s algorithm for OTP generation. They con-
cluded that the proposed technique be adopted in real time IoT networks for two
factor authentications on devices and for communications in IoT.
[22], examined the security issues relating to IoT devices currently being used via
OTP codes sent through smart phones on how to keep devices safe away from
intruders accessibility. The study concluded that the IoT device features such
as a GSM module be used to automate requests via OTP codes to facilitate the
authorization process.
In a review that focused on internet of things devices with respect to authen-
tication techniques, [12], presented taxonomy cryptography that leverages on
authentication system for IoT. Also, the advantages, limitation on the attacks
related measure on the schemes were discussed. The study concluded that the
schemes be modify to address a secure environment for IoT with respect to devices
and users’ architectures. The three-module system authentication was developed
with time based OTP; keys exchange in unsecured communication system using
a lightweight algorithm and encrypting data using SIT algorithm introduced by
[10]. Thus, the proposed system combination of multi lightweight cryptographic
resolution for a shared platform. [1] developed an algorithm to cater for the chal-
lenge facing the existing algorithms on lightweight cryptographic, such as NTSA,
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which focuses on combining the high level of security for least of negative influ-
ence on running time with respect to speed and space. Applying One Time Pad
(OTP) technique, the proposed system improves the security efficiency of NTSA.

3. Methodology

Here, mutually orthogonal latin squares, resolvable BIBDs and imbalance block
designs are harmonized for the development of the proposed algorithms for keys
generation.

3.1. Mutually Orthogonal Latin squares (MOLS) Algorithm. LetMh×h(Nh)
be set of h2-matrices on Nh = {1, 2, . . . , h} for primes h = 3, 5, 7, . . .. Let

Yi =



[pi][
p2i

][
p3i

]
· · ·
· · ·
· · ·[

p(h−1)i
][

phi
]


, Y −1

i =



[
p−i

][
p−2i

][
p−3i

]
· · ·
· · ·
· · ·[

p−(h−1)i
][

p−hi
]


∈Mh×h(Nh) for i = 1, 2, 3, ...,

h− 1

2

where < p >=
{
pqi

}h

q=1
=

{
p, p2, p3, · · · , phi = e

}
≤ Dh ≤ Sh with

[pi],
[
p2i

]
,
[
p3i

]
, · · · ,

[
p(h−1)i

]
,
[
phi

]
being the least rows of the permutations

pi, p2i, p3i, · · · , p(h−1)i, phi in their 2-row formats (similarly for Y −1
i for i = 1, 2, 3, ...,

h− 1

2
).

Then, L = {Y1, Y −1
1 , · · · , Ys, Y −1

s }, s =
h− 1

2
forms a set of MOLS.

Proof. Consider a permutation p ∈ Sh such that | p |= h (i.e. ph = I (Identity
permutation)), permutation p = (1 2 3 . . . h) as a cycle. Let

(1) Yi =



[pi][
p2i

][
p3i

]
· · ·
· · ·
· · ·[

p(h−1)i
][

phi
]


∈Mh×h(Nn)
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for i = 1, 2, 3, ..., h−1
2 then

(2) Y −1
i =



[
p−i

][
p−2i

][
p−3i

]
· · ·
· · ·
· · ·[

p−(h−1)i
][

p−hi
]


∈Mh×h(Nn)

for i = 1, 2, 3, ..., h−1
2 where Mh×h(Nh) is the set of h2-matrices over Nh =

{1, 2, . . . , h} and < p >=
{
pqi

}h

q=1
=

{
p, p2, p3, · · · , phi = e

}
≤ Dh ≤ Sh with

[pi],
[
p2i

]
,
[
p3i

]
, · · · ,

[
p(h−1)i

]
,
[
phi

]
being the lower rows of the permutations

pi, p2i, p3i, · · · , p(h−1)i, phi in their 2-row formats. Then Xi is obtained and simi-
larly, X−1

i for i = 1, 2, 3, ..., h−1
2 .

Elements of the set

(3) L = {Y1, Y −1
1 , · · · , Ys, Y −1

s }, s =
h− 1

2
are mutually orthogonal Latin squares. □

The generation sample is shown in Figure 1.
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Algorithm 1 Mutually Orthogonal Latin Square Generation

Require: Number of rows (n) and column (n)
Ensure: A set of MOLS matrices
1: Initialize MOLS set: Create an empty set to store the generated MOLS

matrices.
2: Generate Latin Squares:
3: for i← 1 to n do
4: Generate a Latin Square LS i of order n:
5: Initialize LS i as an n ∗ n matrix.

6: Fill the first row of LS i with numbers 1 to n in

ascending order.

7: for j ← 2 to n do
8: Rotate the previous row of LS i cyclically by one

position to the left to generate the next row.

9: Add LS i to the MOLS set.

10: end for
11: end for
12: Check Orthogonality:
13: For each pair of Latin Squares LS i and LS j in the MOLS set(i ̸= j):
14: Check if the dot product of LS i and LS j equals 0 mod n.
15: If the dot product is not zero, discard LS i and LS j and repeat

step 2.
16: Repeat if Necessary:
17: If the size of the MOLS set is less than the required number of MOLS

matrices, return to step 2 and generate additional Latin Squares.
18: Output:
19: Return the set of Mutually Orthogonal Latin Squares as the output of

the algorithm.

3.2. Resolvable Balanced Incomplete Block Designs (RBIBDs) Algo-
rithm.

Step 1:: Define a mapping f : Mh×h(Nh) → Mh×h(N
h2
) and f(X) =

f
(
(xmj )

)
=

(
x
(m−1)h+j
mj

)
for any X = (xmj ) ∈ Mh×h(Nh) where Nh2

=

{xl : 1 ≤ l ≤ h2, x ∈ Nh}.
Let X = (xmj ) = Xi, i = 1, 2, 3, ..., h−1

2 so that f(Xi) = f
(
(xmj )

)
=(

x
(m−1)h+j
mj

)
i = 1, 2, 3, ..., h−1

2 . Similarly, let X−1 = (x′mj
) = X−1

i , i =

1, 2, 3, ..., h−1
2 so that f

(
X−1

i

)
= f

(
(x′mj

)
)
=

(
x
′(m−1)h+j
mj

)
i = 1, 2, 3, ..., h−1

2 .
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Figure 1: Matrix generation sample

Let Π : f(Xi) = f
(
(xmj

)
∈Mh×h(N

h2
)→ Z ∈Mh×h(Nh2) be defined as

Z = Π
(
f(Xi)

)
= Π

(
(xmj )

)
= ((m− 1)h+ j) = (πmj(r)) , r = 1, 2, · · ·h.

Then,
(4)

Yi =
[
f(Xi)

]
=



π1j(1) π2j(1) · · · · · · π(h−1)j(1) πhj(1)
π1j(2) π2j(2) · · · · · · π(h−1)j(2) πhj(2)
π1j(3) π2j(3) · · · · · · π(h−1)j(3) πhj(3)

...
...

...
...

...
...

...
...

...
...

...
...

π1j(h− 1) π2j(h− 1) · · · · · · π(h−1)j(h− 1) πhj(h− 1)
π1j(h) π2j(h) · · · · · · π(h−1)j(h) πhj(h)


for i = 1, 2, 3, ..., h−1

2 where j = 1, · · · , h.
Similarly, the Y −1

i correspond to X−1
i and be found for i = 1, 2, 3, ..., h−1

2
using the similar approach. Hence, for any n = 2h + 1, where h is a
natural number, RBIBD is

(5) L = {X0, X
T
0 , Y1, Y

−1
1 , · · ·Y −1

s }, s =
h− 1

2

with complementary blocks obtained in step 2
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Step 2:: The first two blocks are determined by X0 = ((m− 1)h+ j) =

(6)



1 2 · · · h− 1 h
h+ 1 h+ 2 · · · 2h− 1 2h
2h+ 1 2h+ 2 · · · 3h− 1 3h
· · · · · · · · · · · · · · ·
· · · · · · · · · · · · · · ·
· · · · · · · · · · · · · · ·

h(h− 2) + 1 h(h− 2) + 2 · · · h(h− 2) + h− 1 h2 − h
h(h− 1) + 1 h(h− 1) + 2 · · · h2 − 1 h2


where the transpose of ofX0 denoted byXT

0 is given byXT
0 = ((j − 1)h+m) =

(7)



1 h+ 1 · · · h(h− 2) + 1 h(h− 1) + 1
2 h+ 2 · · · h(h− 2) + 2 h(h− 1) + 2
3 h+ 3 · · · h(h− 3) + 3 h(h− 1) + 3
· · · · · · · · · · · · · · ·
· · · · · · · · · · · · · · ·
· · · · · · · · · · · · · · ·
h− 1 2h− 1 · · · h(h− 2) + h− 1 h2 − 1
h 2h · · · h2 − h h2





10 Adisa Jamiu Saka et. al.

Figure 2 represents the RBIBD construction sample.

Algorithm 2 RBIBD Construction

1: Initialize an empty RBIBD configuration matrix RBIBDconfig of size b ∗ k
2: Generate a set of b blocks, each containing k treatments represented by inte-

gers from 1 to v
3: For each block:

Ensure that each treatment appears exactly once within the block.
Ensure that each pair of treatments appears together exactly once in

the entire configuration.
Ensure that each treatment appears in exactly r blocks, where r is the

replication number.
Minimize the number of blocks, b

4: Ensure the resolvability of the RBIBD configuration:
Create a resolution matrix R, where each row represents a block and

each column represents a pair of treatments.
Determine the number of times each pair of treatments appears to-

gether across all blocks and populate R.
Ensure that the resolution matrix R is a constant value (λ) for all pairs

of treatments.
5: If the RBIBD configuration is not resolvable, adjust the parameters (b, k, v)

and repeat the construction process until a resolvable configuration is ob-
tained.

6: Output the constructed RBIBD configuration matrix RBIBDconfig.

3.3. Imbalanced Block Designs Algorithm. Here the results obtained in
Section 3.2 are leveraged on via the algebraic function below to generate the
imbalanced keys.

Let M = (Ri)
n
i=1 = (aij)

n
i,j=1 ∈M(N)

or
M = (Ri)

n
i=1 ∈Mn×1(N)

where Ri = (ai1, ai2, . . . , ain)
f (subblock)=Token
f(Ri) = Ri

f :Mn×1(N)→Mn×1(N)
f((ai1, ai2, . . . , ain)) = (f(ai1), f(ai2), . . . , f(ain))
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Figure 2: RBIBD configuration construction

where

f(aij) =



aij if 1 ≤ aij ≤ 9

x, y if 1 ≤ aij ≤ 9

10 ≤ aij ≤ 99

aij = x− 10 + y

aij = 10x+ y
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Algorithm 3 RBIBD Construction

Require: Mutually Orthogonal Latin Squares (MOLS) matrices and Resolvable
Balanced Incomplete Block Designs (RBIBD) configuration.

Ensure: Double-blinded key for OTP generation.
1: Initialize an empty double-blinded key matrix DBKey of size n * n, where

n is the order of the MOLS.
2: For each row i in the MOLS matrices:
3: Select a random row r from the RBIBD configuration.
4: Concatenate the elements of row i from the MOLS with the correspond-

ing elements from row r from the RBIBD configuration.
5: Add the concatenated row to the double-blinded key matrix DBKey.
6: Output the constructed double-blinded key matrix DBKey.
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4. Double-Blinded OTP Key Generations

This section used the Algorithms 1 and 2 in Section 3 to generate the following
unpredictable keys referred to as Double-Blinded OTP Keys:

1 2 3 4 5 . . . . .
6 7 8 9 1 0 . . . .
1 1 1 2 1 3 1 4 1 5
4 8 1 2 1 6 2 5 . .
4 7 1 5 1 8 2 1 . .
1 6 1 1 1 6 2 1 . .
2 7 1 2 1 7 2 2 . .
3 8 1 3 1 8 2 3 . .
4 9 1 4 1 9 2 4 . .
5 1 0 1 5 2 0 2 5 .
5 9 1 3 1 7 2 1 . .
1 1 0 1 4 1 8 2 2 .
2 6 1 5 1 9 2 3 . .
3 7 1 1 2 0 2 4 . .
1 6 1 7 1 8 1 9 2 0
2 8 1 4 2 0 2 1 . .
3 9 1 5 1 6 2 2 . .
4 1 0 1 1 1 7 2 3 .
5 6 1 2 1 8 2 4 . .
1 7 1 3 1 9 2 5 . .

2 1 2 2 2 3 2 4 2 5
5 8 1 1 1 9 2 2 . .
1 9 1 2 2 0 2 3 . .
2 1 0 1 3 1 6 2 4 .
3 6 1 4 1 7 2 5 . .

3 1 0 1 2 1 9 2 1 .
4 6 1 3 2 0 2 2 . .
5 7 1 4 1 6 2 3 . .
1 8 1 5 1 7 2 4 . .
2 9 1 1 1 8 2 5 . .

Conclusion. The current usage of Internet of Things (IoT) has added to in-
crease in web crimes. These crimes have now become the concerns of most multi-
national organizations and private individuals. Thus, Double-Blinded One-Time-
Password keys were generated in block matrices. These block matrices are then
leveraged on with imposition of some unique conditions which eventually creates
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an Imbalanced Block Designs that finally generates an unpredictable digit-size as
keys at every authentication level to the intending user as OTP. In this technique,
neither the authentic user nor the hacker have the prior knowledge of the digit-
size or the combinatorial sequence of the anticipated keys. Indeed, the technique
is here referred to as Double-Blinded One-Time Password Key Generation (Dou-
ble Blinded-OTP). The harmonization of MOLS and RBIBD makes the proposed
technique unique, reliable and efficient to a large extent to mitigate the current
web crimes in communications and devices usage in Internet of Things (IoT).
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